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Only you can take care of your safety on the Internet. But if it 

«smells fried», you need to contact the cyber police, which 
specializes in combating cybercrime. It is a body of the National 
Police of Ukraine that detects and facilitates the detection of crimes 
against other police units committed with the use of electronic 
computers. 

The main task of cyberpolice is to combat cybercrime. They 
inform the public in advance about new cybercrime schemes and 
implement software to protect you from cyber incidents. Types of 
cybercrime are classified in the Council of Europe Convention, which 
has been ratified in Ukraine. Major violations include illegal access, 
interception, data interference, misuse of devices, child pornography 
offenses, and more. [2] 

Cyberpolice should be contacted to report: about resources or 
individuals who distribute pornography, infringe copyright or related 
rights on the Internet; on drug or arms trafficking and other activities 
prohibited on the Internet; about materials calling for separatism or 
terrorism; about suicide groups on the Internet; about attempting to 
illegally withdraw funds from accounts, stealing payment card data or 
other financial frauds, including financial pyramids on the Internet, 
skimming (reading and copying information from the magnetic chip 
of bank cards), carding (transaction using payment cards or their 
details, which was not confirmed its owner), etc., about viruses, 
botnets (a network consisting of a certain number of hosts running 
bots - ed.) or other types of Internet fraud. 
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On the basis of the Cyber Police Department of the National 
Police of Ukraine, the latest technologies and services have already 
been introduced, which allow to respond instantly to citizens' requests 
about cybercrime or cyber attack. 

To enter the service in the Cyber Police, after passing the 
competition, young people who have successfully completed their 
studies at the University of the Ministry of Internal Affairs can. 
However, to be honest, a bachelor's degree from a non-core technical 
university is a bit not the level from which you expect high 
achievements in the field of cybersecurity, especially immediately 
after graduation. Not surprisingly, some cases under investigation 
may stall due to a lack of experts. 

But such cooperation between the university and the Department 
is bearing fruit and in the coming years we will be able to see an 
increase in the rates of detection of crimes committed via the Internet. 

Odessa State University of Internal Affairs also trains specialists 
with higher education for units of the National Police of Ukraine 
involved in combating cybercrime, crimes in the field of human 
trafficking and morality, in the international sphere and transnational 
crime. The university conducts research work on general theoretical 
and applied problems in the field of cybersecurity, information 
security and intellectual property. Practical work is being carried out 
to create appropriate technologies and methods for combating 
cybercrime. Practical orientation in the training of cadets is actively 
introduced into the educational process. For this purpose, the faculty 
operates: a training center for combating cybercrime and monitoring 
cyberspace on a voluntary basis. The participants and consultants of 
which were cadets and employees of the university. The main activity 
of the center is to study the issues of combating cybercrime and 
monitoring cyberspace. Also, for work in the cyber police, knowledge 
of foreign languages is not unimportant, after all there are over a 
billion English web pages on the Internet. Objectively, if you do not 
know English, it will be difficult for you in the cyber police. 
Communication with offenders, knowledge of languages, as a result, 
work in any country depends on this. When studying cybersecurity, 
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cadets study English for all four years, twice a week. Learning 
languages contributes to the acquisition of additional cultural wealth, 
personal development, professional and career growth. Particular 
attention is paid to preparing students for the Unified State 
Examination in English and other languages in a new format. 

Not least important is the teacher's help in learning English. In 
order to find out what pushes adults to learn foreign languages, 
sociologists have conducted surveys more than once. The conducted 
studies allow us to state that of the many factors influencing the 
successful acquisition of knowledge of the language by students, the 
most important is the motivation for learning activities. 

Graduates of the university, in accordance with specialties and 
specializations, receive the necessary knowledge and skills, master 
the methods and means to ensure: to combat crimes in the field of 
human trafficking committed with the use of high information 
technologies; on countering cyber attacks, disclosure and countering 
cybercrime; building an integrated information security system; 
search and analysis of information of an operational-search, reference 
and management-administrative nature in information systems and 
networks; use of information systems and technologies in the work of 
law enforcement agencies; technical component of information and 
control systems and computer networks. The university has created 
good conditions for obtaining minimal knowledge in cyberspace, 
which will allow cadets to become real cyber police officers.  

In the Department of Cyberpolice and the Department for 
Combating Cybercrime, employees are primarily concerned with the 
safe conditions of citizens in cyberspace! 
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