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cdepr CyCHiIBHOTO KUTTS, Y TOMY 4HcHi i iHpopMmaniiiny [8, c. 49]. [Ipu npomy, KibepnpocTip € CBOEPITHIM
«POBIAHUKOMY» 1H(QOpPMALIMHUX TMPOIECiB 1 JOMIHYIOUOI0 YacTHHOW iH(opmamiiiHoi chepu cydacHOro
COIliyMY.

Amnaniz 3apyODKHOTO JOCBiy NpaBOBOI IHCTHTYyami3amii KiOepmpocTopy CBiIUUTH MpO Te, IO
XapaKTePHOI PHUCOI0 IOTO IMPOIeCy € MpHB’s3Ka 10 mpobiieM iH(opmamiiHoi Oe3neku. Tak, B momoBimi
Minicrepcta o6oponu CILIA "Omnepauii B kibeprpocTopi", KibeprpocTip BU3HAYAETHCS SIK TI100ATBHUIN TOMEH
B iH(OpMaIiifHOMY CEepelOBHUIIi, IO CKIAJAETHCS 3 B3aEMO3AJIEKHOT Mepexi iH(opMaliiiHuX TEXHONOTiH,
THQPACTPYKTYpH Ta PE3UACHTHUX JAHUX, BKJIIOYAIOUM [HTEpHET, TeleKOMYHIKamiiHi Mepexi, KOMITIOTEepHi
CHCTEeMH Ta BOYIOBaHI MPOLIECOPU Ta KOHTpOJIEpH. AHasoriuHa JediHilis KiOepmpocTopy 3aCTOCOBYETHCS B
o0'enHaHili 00opoHHIl HokTpuHI MiHicTepcTBa 000ponu Benmukobpurasii [9, c. 5].

B Vkpaini kibepnpocTip TakoX po3risaaeThes, Mepll 3a Bce, 3 TOUKU 30py iHhopMaliiiHoi Oe3neku
nepxkaBu. Tak, B Crparterii kiOepOe3neku 3a3HAYaeThCs, 110 KiOEpIPOCTIp MOCTYIOBO MEPETBOPIOETHCS Ha
okpemy, nopsia 13 Tpaaunidaumu "3emist", "Tlositps”, "Mope" ta "Kocmoc", chepy BemeHHs O0HOBUX IiHl, y
SIKil BCe OUTHIT AKTHBHO JIFOTH BiIMOBIIHI MAPO3IiLIK 30pOHHUX CHIT IPOBIAHKX JepkaB criTy [10].

Crin BiI3HAYMTH, MIO YHIBEPCANBHICTH Ta TIO0AJBHICTH KiOEpHpPOCTOPY OOYMOBIIOE HEOOXiIHICTBH
BCTAaHOBJICHHSI MDKHAapOJHUX CTaHIAPTIB IoJ0 Horo 3axucry. I[lpm 1poMy, Tepel MDKHApOJHUM
CIIBTOBAPUCTBOM BHHUKAIOTH IMPOOJEMH, SIKi BUHHKajda MPH BIOPSIKYBaHHI BUKOPHCTAHHS Ta 3axHCTY
MOPCBKOT'0 T2 KOCMIYHOT'O IPOCTOPY, a TakoxK AHTapkTimu [ 11].

BaxxnBe 3HaueHHs aist YkpaiHu mae npuidHATTS 3akoHy «[Ipo ocHOBHI 3acaau 3a0e3redeHHs
KibepOesriekn YKpaiHny», sIKMi BU3HAYAE TPABOBI Ta OpraHi3alliiiHi OCHOBH 3a0€3MEYEHHS 3aXHCTy JKUTTEBO
BYUIMBUX IHTEPECIB JIOJUHK 1 TPOMAJISTHUHA, CYCIIUILCTBA Ta JEPXKAaBH, HAI[IOHANBHUX iHTEpeciB YKpaiHu y
KiOeprnpocTopi, OCHOBHI 1[iJ1i, HAIIPSIMHU Ta IPUHIIMIIN JEPXKaBHOI MOJIITUKK Y cdepi kidepOesneku. Bin MicTUTh
JICTITUMHE BU3HAYEHHS KiOEpIIPOCTOPY SIK CepeloBHINa (BipTyaabHOIO MPOCTOPY), K Haaa€ MOKIUBOCTI IS
3MIACHEHHs] KOMYHIKalliid Ta/abo peamizariii CyCniibHUX BIJHOCHH, YTBOPEHOI'0 B pe3ybTaTi (DyHKI[IOHYBaHHS
CYyMIiCHUX (3’€IHaHMX) KOMYHIKAIIHHUX CHCTEM Ta 3a0e3ledye eeKTPOHHI KOMYHIKaIlii 3 BUKOPHUCTAHHSIM
Mepexi InTepHer Ta/ado iHmMX riIobanbHUX Mepex nepegadi nanux [12]. Amanis wmiei medidimii cBiqUnTE, M0
B 1l OCHOBY IOKIaAeHO (YHKI[IOHANBHY CYTHICTH KiOepmpocTopy. Bopmowac, kibepmpocTip € Oimbin
OaraTorpaHHMM SIBUILEM 1 MICTHTh B cOOl1 TEXHIYHI, €HEpPreTHYHIl, 1HTEIEKTyalbHl, KOHTEHTHI CKJaJ0Bi,
CYTHICTb a 3MICT SIKUX MOXKE€ OYTH IpeIMEeTOM IOAAJbIINX JOCIIIPKEHb 3 METOK BJOCKOHAJIEHHS HOPMATUBHO
— IIpaBoBOi 0a3u B 1Iiit chepi.
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Formulation of the problem

On June 27, a large-scale cyber attack was recorded in Ukraine using a new modification of the Petya
ransomware, which partially affected companies in Russia, the United States, India, and Australia. A
preliminary investigation showed that the pro-state Black Energy group that had previously attacked energy and

financial organizations in Ukraine was behind the attack.
According to preliminary estimates, about 80 companies have been attacked, with the majority of them
located in Ukraine. The list of victims includes large Ukrainian banks and enterprises, namely, Oschadbank,
Ukrgasbank, Pivdenny Bank, OTP Bank, TASKombank, The Epicenter chain store, Kovalska industrial and
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construction group. Three major Ukrainian telecom operators, Kyivstar, LifeCell, Ukrtelecom, have also been
affected.

State enterprises Ukrtelecom, Ukrzaliznytsia, Ukrposhta, Kievvodokanal, and state-run aircraft
manufacturer Antonov informed they had come under a large-scale attack. The Boryspil international airport,
Kiev subway, computer networks of the Cabinet of Ministers and the website of the Ukrainian government
have also been infected.

Analysis of recent research and publications on this topic

Among those who investigated this problem were Constantin Lucian, Fabian A., Lee David, Burgess
Matt, Jack Stubbs, Pavel Polityuk, Jack Stubbs, Matthias Williams, VVolodymyr Verbyany, Stepan Kravchenko,
Nicolas Weaver etc.

This article is intended to analyze the main factors of spreading this virus in Ukraine, the steps taken by
the authorities to combat this phenomenon and suggest ways to improve such activities using experience of
other countries.

Presentation of the main material

First of all ,the term “Petya” is explained as a type of malware and its basic capabilities.

Petya is a set of malware that affects computers running the Microsoft Windows operating system
family. The program encrypts files on the victim machine's hard drive, as well as overwrites and encrypts the
master boot record (MBR) - the data needed to boot the operating system. As a result, all files stored on the
computer become inaccessible. Then the program requires a ransom in bitcoins for decoding and restoring
access to files.

So, how did it appear in Ukraine?

According to law enforcement agencies, intruders committed unauthorized interference with the work
of one of the personal computers of the software company Intellectual-Service, LLC.

Once they have access to the source code, they have installed a backdoor in one of the program
updates, which installed “M.E.Doc” users on unauthorized remote access computers. This software update
probably took place on 15.05.2017.

“M.E.Doc” program is one of the most well-known services for optimization of accounting operations
in Ukraine. This software is used by virtually every other company in our country.

At the same time, it was found that the detected backdoor on the functional has the ability to collect the
codes of the USREOU of the affected companies and send them to the remote server, download files, collect
information about the operating system and user identification.

Also it is known, that after the backdoor has been triggered, attackers compromised user accounts to
gain full access to the network. Then they got access to the network equipment in order to eliminate it. Using IP
KVM, they downloaded their own operating system based on TINY Linux.

Intruders in order to conceal successful cyber-robots against the massive damage of computers and
unauthorized collection of information from them in the same way, through the latest updates to the software
“M.E.Doc” distributed the modified ransomware Petya.

The removal and encryption of operating system files was done to remove traces of previous criminal
activity (backdoor) and to divert attention by simulating the extortion of cash from victims.

In addition, the virus spreads through spam messages that contain links to download files from
Dropbox called “application folder-gepackt.exe”. When the file is downloaded and opened, the virus is
activated.

Microsoft announced that 12,5 thousand computers were infected in Ukraine.

The authorities, in the person authorized to this body, namely: the Security Service of Ukraine,
Department of Cyberpolice of the National Police of Ukraine, State Special Communications Service of
Ukraine, State Center for Cyber Defense and Counteraction, National Cybersecurity Coordination Center began
to investigate a serious computer attack that caused chaos on computer servers of the nation companies and
institutions.

First of all, a source of malware was identified.

Also, the cyber police together with leading cyber security experts have been working to create a
decryptor for decrypting files encrypted with malware.

Through social networks, the authorities conducted constant work with the population to provide
advice on preventive measures to prevent infection, provided links to patches of security updates, etc.

The staff of the cyberpolice created a headquarters that provided real-time counseling round-the-
clock on how to avoid infection with the virus.
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Some institutions, such as Nation Bank of Ukraine announced the creation of the Banking Market
Cybersecurity Center (CSIRT-NBU) for the prompt response and exchange of information between all actors of
the banking market and law enforcement agencies in real time.

All these measures enabled special agents of the cyberpolice department, together with the Security
Service of Ukraine and prosecutors, to stop the second stage of the cyberattack Petya. Cyberpolice blocked
the mailing and activation of the virus from the servers of the informational system “M.E.Doc”. The attack
was stopped. The servers with the traces of cybercriminals were removed.

Experts estimate that approximately 75% of hacker attacks with “Petya” virus occurred in Ukraine,
and in Poland, for example, only 5.81%. So how do they combat cybercrimes?

Firstly, changes were made to the legislation, which allowed proclaiming a state of emergency in the
event of an attack in the virtual space.

Secondly, the Ministry of Administration and Digitalization was created, which task was to provide
cyber security in the military sphere, protect the privacy of citizens, build a national educational platform,
involving the elderly and residents of remote areas of the country.

Thirdly, the National Cybersecurity Center has been established. Its key task was to prevent threats,
respond to them and coordinate actions.

Fourth, a new strategy for cybersecurity has been developed, which provides that by 2020 the
authorities will ensure the safety of citizens, economic operators and state institutions in the field of
cybersecurity.

Fifth, acknowledged the need for sufficient funding for cybersecurity measures.

We have Computer Emergency Response Team of Ukraine (CERT-UA), but in the United States there
are 72 of such teams, in Germany - 23, in Poland - 2. So, there are structures, but their tasks are scattered, and
the main body is not defined. In addition, these institutions employ too low skilled specialists with the
appropriate salary level.

The situation with the law leaves much to be desired. We have the “Doctrine of Information Security”,
the Law on ratification of the Convention on Cybercrime, the Law on the basic principles of cybersecurity of
Ukraine, the Decision of the National Security and Defense Council “On the strategy of cybersecurity of
Ukraine”. Legislative base is an important component, but if it remains on paper, the situation will not
improve. It must be understood that there is no alternative to raising the level of cyber security.

Conclusions

On June 27, 2017, Ukraine was struck by the most powerful hacker attack for the whole history. The
large-scale destructive attack of the attackers closed access to computers and computer networks in about
80% of Ukrainian enterprises (including foreign-owned companies).

The Department of Cyberpolicies of the National Police of Ukraine received more than 3,000
notifications of blocking computers.

The authorities began to investigate a serious computer attack. Several measures were taken to
eliminate the threat and preventive measures were taken to protect non-contaminated systems.

We have encountered cyber attacks more than once. The most famous of them were attempts to
intervene in the work of the CEC server in 2014, energy production companies’ servers in 2016, as well as the
sites of the State Treasury, the Ministry of Finance and other government agencies. But the Petya ransomware
shows us that our state system of cyber security is still too weak. The path of Ukraine in this struggle is the
need to improve the administrative legal system of cybersecurity, based on the experience of developed
countries, close cooperation with them, as well as serious financial support.
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