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I'.B. ®opoc, K.10.H., T0LEHT
T.6.0. 3asidysaua xagedpu Kibepbesnexu
ma ingpopmayitinozo 3abesnevenns OJYBC

KIGEPHETUYHU TEPOPU3M SIK 3AT'PO3A HAIIIOHAJIBHIN BE3NEI YKPATHA

ChorofHi, B 3aJI€KHOCTI BiJ MOJITUYHHUX IiJIell TEPOPHUCTiB, CHEepol0 TEPOPUCTUUHOI HiSUIBHOCTI CTaE
BECH CBIT, MEXaHI3MOM TEPOPUCTHIHHX il — HACHIIBCTBO BITHOCHO ITMBIIFHUX TPOMAJISH, a HOTO TOJIOBHUM
00’€KTOM — CyCIIJILCTBO Ta TPOMAJICbKa JyMKa. Y CydaCcHMX yMOBaX, KOJIM apceHall TEPOPHUCTIB ITOTIOBHIO-
€THCSI HOBITHIMH 3pa3KaMu 30poi, CydaCHIMH 3aC00aMH Ta TEXHOJOTISIMH OTPUMAaHHS, IepeaaHHs, 00poOKH
Ta 30epexxeHHs iHopMarii, a iX opraHizamiifHi CTPYKTYpH yCKIaAHWINCS 1 TpuAOaIn MKHAPOAHUHN Xapak-
Tep, TOCTPO BCTA€ MUTAHHS MPO BHUSBJICHHS 1 3a0€3MCUCHHS HAAIMHUM 3aXMCTOM MOTCHIIMHUX O0'€KTIB Te-
POPHCTUYHUX 3a3iXaHb, 1 K HACTIOK CUCTEM HalioHaJbHOI Oe3Meku aepkaB. ATpUOYTUBHOIO O3HAKOIO Te-
pOpU3My Ha HUHIITHBOMY €Tari HOro PO3BHTKY CTal0 aKTHBHE BUKOPHCTaHHS iH(OPMAIifHIUX TEXHOJOTIH,
3IaTHUX TEPETBOPHUTH ILIBOBY ayAWTOPiI0 HA 00’€KT MaHimymroBaHH:. llepmni BHITagkyd KOMI FOTEPHOTO
TEPOpHU3MY CTanCs HANpuKiHIi 1990-X pokiB, 1m0 MOB’S3aHO SK 3 PO3BUTKOM CBITOBHX MEPEX, TEJIEKOMYHi-
Kalliif, TaK 1 3 MUPOKUM PO3MOBCIOKEHHSIM KOMIT IOTEPIB Y BCIX Chepax KUTTEMISIIBHOCTI CYCIILCTRA.

B mroromy 2022 poky pocis po3nadalia IOBHOMACIITaOHE BTOPTHEHHS B YKpaiHy, KpiM BiHCHKOBHX i
BOHU BHKOPHCTOBYIOTH KiOepaTaku K CKJIaJIOBY CBO€i BIMHM MPOTH HAIIOI AepKaBU. Pi3HOMaHITHI «Kibep-
BIMICBKOBI» 3 HE J0 KiHIISI 3pO3YMIJIOI0 «IIPOITHUCKOIO» Ta CKJIAIOM, a TAaKOX CIeIiadbHi MiIPO3aUTH Oe3IeKo-
BUX CTPYKTYP HAIIOTO MPOTHBHUKA, 3MIHCHIOIOTH aTaKH Ha Jep>KaBHi iH(OopMaLiliHi pecypcu Ta Ha epcoHa-
JIbHI JJaHI OKPEMUX TOJIITHKIB 1 TpoMaACchKuX misidiB. Came cydacHi iHGOpMaIifHO-KOMYHIKATHBHI TEXHO-
JIOT1i 3a0e3MeUyI0Th BIIHOCHO HEBEIHMKI TEPOPUCTUYHI TPYIH MOTYTHBOIO Ta JI€BOIO 30POEI0, CBOEPITHUM
PETPaHCISITOPOM HACUIIBCTBA.

Posnounnaroun Oynp-siki HayKOBI JOCHIPKEHHS, TOTPiOHO YiTKO BU3HAUMTHCA 3 TepMiHonoriero. Cepen
HayKOBUX Ta MPAKTHYHUX NPAIIBHUKIB HEMA€ €HOCTI Y TEPMIHOJIOTIYHOMY ITO3HAYEHH] TAHOTO BHIY TEPO-
PUCTHYHOI IisIbHOCTI. Takuii BUI TEPOPU3MY BOHH HA3HMBAIOTh IO-PI3HOMY: ,,iHGOpMAaIliiiHui Tepopu3m”,
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,,KOMIT IOTepHUAN TEpOpu3M”, , KidepTepopu3M”’, ,,TEXHOJIIOTIYHANA TEPOPU3M”, ,,BIpTyaIbHUNA TEPOPU3M™~, TO-
mo. [Ipu 1bOMy 3MICT 3a3HaYCHHUX MOHATH BU3HAYAETHCS MO-pisHOMY. CKIamHICTh Y (OPMYIIOBaHHI ITUX
MOHATH iICHY€E, OYEBHIHO, SIK YePe3 HEMOXKIIUBICTD BUAIICHHS €IMHOTO 00'€KTa 3I0YMHHOIO MOCATaHHS, TaK 1
JOCTaTHBO BEJIMKOI KiNBKOCTI MPEAMETIB 3J0YMHHHUX MOCSTaHb 3 HOIJSAY IXHBOI KPHUMiHAIBHO-IPaBOBOI
OXOPOHH.

Taxk, B.O. KopiryHoB Bka3ye, 1110 iHGOpMaLiiHNAN TEPOPU3M - 1Ie HOBUH BUJ TEPOPUCTHUUHOI AiSUIBHOCTI,
OpiEHTOBaHUI Ha BUKOPUCTAHHS Pi3HUX (HOPM 1 METOMIIB THMYACOBOTO 200 HE3BOPOTHOTO BUBEICHHS 3 JIaLy
iH(hOopMaIiHOT 1HPPACTPYKTYPH AeprKaBU a0o0 T1 €JIEMEHTIB, a TAKOX 3a JOIOMOT0I0 MPOTUIIPABHOIO BHKO-
pUCTaHHS 1HGOPMAIIIHOT CTPYKTYPH IJISl CTBOPEHHS YMOB, IO TATHYTH 32 COOOK TSXKKI HACTIAKH I Pi3-
HUX CTOPIH JXUTTEAISIIBHOCTI 0COOMCTOCTI, CyCIiJIbCTBA 1 AepkaBu [ 1, 6].

AHasti3 HayKOBOI JIiTepaTypu Ta TOJIOKEHb 3aKOHOAABCTBA CBIAYUTH, IO iHPOPMALiHUN Tepopu3M €
BUJIOM TEXHOJIOTIYHOTO TEPOPH3MY, 1 1€ 3JIOYUHH, 10 BUHHSIOTHCS 3 TEPOPHUCTUYHOIO METOIO 13 3aCTOCY-
BaHHJIM 3aCO0iB €JIEKTPOMArHITHOI i, KOMIT'IOTEpHUX CHUCTEM Ta KOMYHIKamiHHUX MEpex, sIKi mpsAMO 4u
OII0CEPEIKOBAHO CTBOPWIM a00 3arpoKyl0Th BHHUKHEHHSM 3arp03d HaJ3BUYalHOI CHTYaIlil BHACIIAOK HUX
I Ta CTAHOBIIATH HEOE3MEKY I TIEPCOHATY, HaceJIeHHS Ta MOBKULIA, a00 CTBOPIOIOTH YMOBH IS aBapii i
KatacTpod TEXHOTSHHOIO Xapakrepy [2].

SIKimo npoaHamizyBaTH BU3HAYECHHS HOHATTS TEPOPU3MY 1 BIpTYanbHOTO MPOCTOPY, MOXKHA TOJ1 BU3HAYH-
TH KiOepTepopu3M SIK KOMIUIEKCHY MOJIEITh, III0 BUPAXKAE€ThCSI B HABMUCHIN, IOJITAYHO BMOTHBOBAHIM aTarti
Ha iH(pOpMAaILi0, 110 0OPOOISETHCS KOMIT FOTEPOM 1 KOMIT IOTEPHUMH CHCTEMaMH Ta CTBOPIOE HEOE3MEKy s
KUTTS YM 370pOB’S JItojieii a00 HACTaHHS IHITUX TSHKKUX HACIHIiAKIB, SKIIO Taki Jii OyJu BUMHEHI 3 METOIO
MOPYIIEHHS TPOMAaJIChKOI Oe3MeKH, 3aIsIKyBaHHs HAaCeNICHHS, IPOBOKALIi] BiICBKOBOTO KOH(IIIKTY.

OcHoBHOIO (hopMor0 KibepTepopu3mMy € iHpopMaIIiifHa aTaka Ha KOMIT IOTepHY 1HGOpMAIIio, 00YUCITIO-
BaJIbHI CUCTEMH, amaparypy nepeaayi AJaHuX, iHIII cKIanoBi iHpopMaiitHoi iHPpacTpyKTypH, U0 3MiHCHIO-
I0TBCS YTPYIIOBaHHAMH 200 okpeMuMu ocobamu. Taka aTaka 103BOJIsIE MPOHUKATH B CHCTEMY, IO ATaKy€Th-
Cs1, IEPEXOTUTIOBATH YIIPaBIiHHA a00 3MIMCHIOBATH 1HIIN TeCTPYKTHBHI Mii.

Ha nymMky BueHHX, HalOLIBITY HEOE3EKY MPEACTABIIE KIOEPTEpOpH3M, a caMe TEPOPH3M CILIAHOBAHUH,
BYMHEHHUH UM CKOOPJMHOBAHUH B KiOepmpocTopi, TOOTO B TEPOPUCTHYHMX aKLisIX BUKOPUCTOBYIOTHCSI HOBI-
THi JOCSITHEHHS HAYKH 1 TEXHIKH B raily3i HOBITHIX iHpopManiiinux texnomnoriil. Kibeparaku 3naTHi 3aBaatu
iH(pOpMaIIHO-TEJICKOMYHIKALIMHUMH CHCTEMaM Ha OCHOBHHX i1H(pacTpykTypax 3HauHoi mikomu. lle i
aTOMHI €JIEKTPOCTAHLIl i CHCTEMH KepYBaHHS MOJILOTaMH, KOMIT IOTEPHI CUCTEMH MPaBOOXOPOHHHUX OPraHiB,
JKYBaJTBHHX 3aKJIa/IiB TOIIO.

s migBuiieHHS e(heKTUBHOCTI 3AIHCHEHHS CTpaTeriii BUKOPHUCTOBYIOThCS HaiicyJacHiIi iHGopMariiHi
TEXHOJIOT11, SIKi JTIOTTOMAararoTh IEPETBOPUTH ITyOJIiKy B 00’ €KT MaHIMyIt0BaHHs. ToMy poib 3aco0iB MacoBoi
iHpopMalii nonsrae B il Ha KOPUCTH CYCIIJIbLCTBY, & HE TEPOpUCTiB. BucBiTieHHs nmoxiil y 3acobax MacoBoi
iH(popMaIlil He MOBMHHO MPAIfOBATH IS JOCSITHCHHS TEPOPUCTUYHUX IIJICH, a CIPUATH BUXOBAaHHIO y CBi-
JIOMOCTI JIFO/Iel HEMPUHHATTS METOJIB HACHIIBCTBA ¥ IIAHTAXy, MIIATPUMIN Jiil BIaaH, a TaKOX HaBYaAHHIO
npuiioMaM 0COOMCTOT 1 KOJEKTUBHOI O€3MEKH B CUTYAIlisX, OB’ A3aHUX 3 TEPOPUCTUUYHUMU TIOTPO3aMHU.

Tak, B HayKOBil JiTeparypi, cepel OCHOBHUX 30BHILIHIX 3arpo3, M0 MOXYTh BHCTYIATH KepelaMu
BUYMHCHHSI TEPOPUCTHYHHUX AKTIB BUIUISIFOTH: MPArHEHHsI JESKUX JEPKaB JI0 BCTAHOBJICHHS CBOTO BOEHHO-
MOJIITUYHOTO BIUIMBY B OKPEMHUX PErioHaX CBITY; MOXKJIMBICTh MiAPUBY CTpaTeriuHOi cTabiIbHOCTI BHACTIIOK
MOPYIIEHHS peKUMY HEPO3MOBCIOKEHHSI sIIepHO 30poi, Mi>KHAPOJHUX TOMOBIIEHOCTEH B raiy3i 0OMeXeHb
1 CKOpOUYEHHS 030pO€HbD, AKICHOTO Ta KUTBKICHOTO HAPOITyBaHHS OCTAHHIX 1HIITUMU JCpiKaBaMU; 30epeKEeHHS
YU CTBOPEHHS Y CYMDKHHMX 3 YKpPaiHOIO pErioHax 3HAYHHMX YIPYIOBaHb 30pOWHUX CHII IepkaB (KOAiIlii
JepKaB), 10 NEPEBUILYIOTH IX 000POHHY NOTpeOy; HAABHICTD Y IESKUX JeprKaB BEIUKUX apceHaliB sSAepHOT
Ta IHIIMX BUIIB 30p0Oi MACOBOI'0 3HHUIIICHHS, CEMapaTUCTChKI TEHACHIIIT y KpalHix (opMax BHSBY, IO JeCTa-
OLTi3y€e BHYTPITIONITHYHY CUTYaIlif0 B 6araToHAIIOHATRHUX JIepKaBax, KO0 € YKpaiHa; 30epekeHHs 3arpo-
3M MIKHAPOJHOTO IIAHTaXy, B TOMY YHCJIi 3 BUKOPUCTAHHAM SJICPHOI Ta iHIIMX BUIIB 30p0oi MacoBOrO 3HH-
LICHHS; BUHUKHEHHS 30pOMHIX KOH(IIKTIB y CYCiIHIX JepKaBax, B sIKi MOXKYTh BTSTHYTH YKpaiHy. Ane Ha
PiBHI 3 3a3HAYCHUMH BHIUIIIOTH TaKOXK 1H(OpPMAIliiiHy eKCITaHCiio 3 00Ky IHIIMX JIepKaB 1 MOKJIMBICTh BH-
TOKY iH(OpMalii, sKa CTAHOBUTH JIEPKaBHY Ta iHIIY HependadyBaHy 3aKOHOM TAEMHUIIIO, & TAKOX KOH(i-
JeHLIHHOT iH(popMaIlii, 110 € BIACHICTIO ACpKaBH.

[IpoBeneHe MOCTIHKEHHS OCHOBHIX KOMITOHEHTIB 3MICTY MOHATTS JAHOTO SBUIIA BiIITpa€c Ba)KINUBY POJIb
JUTSL 3arajbHOTO OIHAKOBOT'O PO3YMIHHS CyTi sBumia. OgHaK Mae MicCIle e OJHA JOCHUTh CYTTEBA PO30iK-
HICTb, BOHA TOJISITa€ B TOMY, SIK BUSHAUWUTH JAHWH BUJA TEPOPU3MY: KOMIT'IOTEpPHHUH uu iH(opMaliiiHui, a,
MoKe, KibepTepopu3m? Y3araibHIOIOUH Pi3HI TOUKH 30pY, MOXKHA 3pOOUTH BHCHOBOK IPO Te€, IO B JaHUH
9ac ICHYIOTh JIBa OCHOBHI HAIPSIMKH HAYKOBOI TyMKH ITOJI0 TOCITIPKYBaHOT IMPOOIEMH.
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