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Anomayia. Y daniti cmammi docaioxeno 6naub kibepssouunnocmi Ha cman 340uunHocmi 6 Yipaini. I1o6yoobano
npocmopoBo-uacoBy meopemuuny Mmolesv kpuminozennol cumyayii 6 peeionax kpainu. Busbaeno ocHobui cepepu
nomeHyiiHoi 3aeposu 045 cycniavHoi bGesnexu 3 0oky xibepssouunnocmi. Ompumani pesyavmamu 003604710Mb
Boockonasumu ingpopmayiiine 3abesneueHHsa NpaBooXopoHHUX Op2anib Y 3anobieaHHi 3404UHHOCHII MA OKPecAI0ONb
100AAbULT HANPAMKU PeLIOHAALHUX KPUMIHOAOTUHUX 00CAIONEHD.

Karouo8i caoBa: xibepssouunnicms, Inmepnem - 3404unHicms, iHMEHCUBHICL 3404UHHOC, KPUMIHO2EHHA
cumyayis 8 pecionax, pibers KpUMiHAAbHOT BpaxkeHoci, cychibHa besnexa.

Beryn

Ilporsirom ocraHHiXx gecaTupiu B YKpaini
IIPOCTEXYIOTHCS 3arajIbHOCBITOBI1 TeHIeHIIiT
KapOVHAJIBHMUX  3MiH COLaJIbHOIO CepefoBUINa, SIKi

IIOB’si3aHi 3 BIIPOBa/DKEeHHSAM HOBUX TexHosorin. Ha
CHOTOHIITHIT IeHb CITOCTepiraeTbcss POpMyBaHHS IIO
CyTi HOBOrO TWUIly COI[iaJIbHOI TapagurMu -
iHdopmarivHOro cycniibcTsa. Hepin emHIIM erleMeHTOM
cydacHOoro  iHQOpPMAIIiTHOTO  CepefloBUMIa  CTajia
BCECBITHSI KOMITIOTepHa MepeXa IHTepHer, sika maia
cycriyibcTBy 0e3MeXxHi MOXJIMBOCTI 3 OIlepaTMBHOL
Hepenadvi, oTpUMaHHs, OOJIKy Ta OOMiHy OymIb-IKOIO
indopwmartiero. Hoi MoxmBocTi, sKi 3'sBWwMCsa B
pesynbTaTi  pO3BUTKY iHMOPMAIHMX TeXHOJIOTiN
CTaju IIVMPOKO BUKOPUCTOBYBATUCS MpecTaBHUKaMU
KPVUMiHaIBHOTO CBiTy. I, K Hac/TigoK, KiGep3IounHHICTh
nepeTBOpWIach Ha YMHHWK, SKWUV CTaB 3[iVICHIOBATHU
BarOMuy TUCK Ha CycIiulbHi BigHocuHM. lle mowaso
HeraTVBHVM UYWHOM BIUIMBATM Ha KPUMiHOTeHHY
CUTYyallilo B KpaiHi i OKpeMmx ii 4acTMHax - B perioHax.
3’aBwmcs HOBI popMu, BuAM Ta CHOCOOM BUMHEHHS
snoumHiB. TpaguiiviHi 3J104MHM - TOPriBJs JIOIBMMU,
HapKOTMKaMM, 30pO€ro; 3aMOBJIeHHS Ha BOMBCTBa;
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Imaxparictsa 3 (piHaHCOBUMM pecypcaMyi; BVIKPa/JaHHS
KOIIITIiB i T.[,. TTOYaIV BUMHSATVCS OUTBIT MacIiTabHo, - 3
BUKOPVICTAHHSIM BVICOKMX TEXHOJIOTiI Ta 0e3 pusmKy
IIBU/IKOTO BUKPUTTS. 3a TaKMX YMOB BOAda€eThcs BKpavl
aKTyaJIbHUM [JOC/I[DKeHHs KPUMiHOT€HHOIO IIPOCTOPY
Yxpaiaw, susisieHHs ¢haKToOpiB HeTaTMBHOTO BIUIVBY Ha
KpUMIiHOreHHy cuTyalii B XpaiHi Ta I perioHax.
OpnayMmM i3 TaKMX CYyTTEBUX KPMMIHOIOTIYHMX YMHHVKIB

BOauaeTbCs ~ poO3IIMpeHHsS Mepexi IHTepHeT Ta
3pOCTaHHS  IIOB's3aHOI 3 LMM  IIPOLIECOM -
KiGepsmoumHHOCTI (a0 iHTEpPHET-3JTOUMHHOCTI, IO

BUKOPVCTOBY€EThCS HAMM SIK CMHOHIMM - A.B.).
AHasti3 icHy1oumMx JoCTiKeHb

ITpoGremam AocrimKeHHs KiOep3moumMHHOCTI Ta
3arrobiraHHIO 1V IPVIUTIIN 3HAYHY yBary BioMi BUeHi
pisHmx ranaysem Haykwu. Tak, LP.IInukapenko [1]
BUBYaB IIMTaHHA KBamidikallii, po3cilimyBaHHS Ta
OpoTwfil  37mouMHaM y  cdepi  BUKOPWUCTaHHS
KoM otepHoi TexHikn. 1.MD. Xapabepromi, B.SI. Mariok,
B.A. Hekpaco, O.I Xapabeprom [2] BucBiTIIM
0COONMMBOCTI TIPOTWIT 37T0UMHAM, IO BUMHSIOTBHCI Yy
cdepi iHDOPMAIIIVIHIX TEXHOJIOTiV 3 BUKOPWUCTaHHSIM
OIlepaTMBHO-TEXHIYHNX 3aco0iB. 3HAYHMM BHECKOM Y
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posp’s3aHHA Tpo0ileMy  OXOpOoHM  iHdOpMaIiviHOI
Oe3nexn YkpaiHM KpuMiHaJIBHO-IIPaBOBMMM 3acobamm
MOXHa BBaxatu pobotry M.B. Kapuescbkoro [3]. Y
KOHTeKCTi KiTacudikariil kibepaTak Ba’KKO IIepeOoliHIUTHI
pobotnt O.I. Kopuenka, €.B.Ilamipu, C.O.T'HatioKa,
B.M. Kinsepssoro, C.B. Kasmipuyk [4]. B ramysi
dopmyBaHHS KpVMiHaIBbHO-ITPaBOBOI MOMHTUKY [5, €.39-
42] Ta BUKOpHUCTAaHHA iHMOPMALIVHNX TEXHOJIOTIN
[6,c.90-93] y mpormail xibepsmounMHHOCTI TpWCBAYeHi
pobotn ILJI. @pica, H.A. CasinoBa, B.A. HamokoHOBa
Ta iH.. ITop4n 3 1M, cydacHOIO HayKOIO He IOC/Ii/KeHi
0co0mMBOCTI TePUTOPiaJIbHOTO posmnominy
Kibep3/I0uMHHOCTI, 1l BIUIVIB Ha 3arajlbHy KPUMiHOT€HHY
CUTyallifo Ta OKpeMi BWAM 3JIOYMHHOCTI. BimcyThsa
KOMIUIeKCHa y3arajibHeHa KapTuHa npo
KPVMIiHOT€HHMVI IIPOCTip KpaiHW Ta VOr0 MiHJIVBICTB
i, BIUIMBOM 3JIOYMHHOIO BUKOPMCTAHHS BUMCOKMX
TexHosorin. CaMme Taka iHdopMalligd, Ha HaIll MOIVISL,
MiCTUTh BaXKJ/IMBe TeOpPeTUYHe Ta IIPaKTUYHe 3HaUeHHS 3
TOYKM 30py HOKpPaIIeHH iHdopMariiviHOrO
3a0e3meuyeHHsI, i SIK HaCTII0K, ITiIBVIIIEHHS
edexTMBHOCTI POOOTM MPaBOOXOPOHHWMX OpraHiB y
3arrobiraHHi 3JTOYMHHOCT.

Memoto maHOi poOOTM € TOCTiIXeHHS BIUTIBY
Kibep3/moumMHHOCTI Ha CTaH 3JIOYMHHOCTI B YKpaiHi,
1100y 10Ba TEOPETVIHOI MOl KpYMiHOT€HHOI CUTYallil
B perioHax KpalHM Ta BUSABIEHHS OCHOBHMX cdep
ITOTEHIIIVTHOI 3arpo3y IS CYCIIBHOI Oesrekn 3 OOKy
KiGep371oumMHHOCT].

OcHOBHA YacTMHA JOCTiI>KeHHA

Cporo wacy BigOMWII POCIVICHKMI KPVMiHOJIOT
B.A. HOMOKOHOB BWCYHYB TilOTe3y IpO 3pOCTaHHSI
3arpo3 CYCIIUIbHIV Oesrerti, OB’ SI3aHVIX 3
KpuMiHasIizarieo iHdopmariiHol cdepm i, 30Kpema,
InTepnery. Hocimxyroun cratucTiaHi gaHi Pocinicbkol
@Depepartii IMOAO0 3I0YMHIB y cdepi KOMIT IOTepHOI
indopmallii, BYeHU KOHCTaTyBaB, 110 BOHW 3pOCTalOTh
TIPOTIOPIIiVIHO posmupeHHio Mepexi InTepner [6, ¢.90].
Y OpoMy KOHTeKCTi IS MiABUINEHHS edeKTMBHOCTL
IOisUTPHOCTI TTPaBOOXOPOHHMX OpraHiB y 3aroOiraHHi
3JIOUMHHOCTI 1 Kibep3smoumHHOCTI, SIK HeBim eMHOI 1M
YacTMHVY, BaXJIMBOTO KPUMIHOJIOTIYHOTO —3HaudeHH:
HalyBae TiepeBipKa Iii€i riroresu B ymoBax YKpaiHw, a
TaKOX BUABJIEHHs 3aKOHOMipHOCTEV 3JIOYMHHOCTI, ii
perioHayIbHVIX OCOOJIMBOCTEN Ta BU3HAUEHHS OCHOBHVIX
cdep TOTEHITITHOI 3arpo3u 3 60Ky Kibep3710UMHHOCTI.

CraTncTuyHi AaHi cBiTYaThk PO Te, 110 IIPOTSIIOM
OCTaHHIX POKiB yKpalHCBEKVVI iH(OpMAITiTIHIIT TpOCTip
XapaKTepU3y€eTbCs CTPIMKMM POSIIMPEHHAM Mepexi

Intepner. IlposemenuM HammM aHalisoM reorpadii
MIOIIVIPEHHS IaTeprer KOPWUCTYBauiB,
PO3IIOBCIOMKEHOCTI  Kibep3oumMHHOCTI Ta  3arajbHOI
3JIOUMHHOCTI  Ha  TepuTopii VYkpaiHm  BUSBIEHO

HaAgBHICTh TICHMX 3B'S3KiB MDK LMV SIBUILIAMW, IIIO
BKasye Ha ix B3aeMooOyMoBieHicTh. Tak, 3a maHVMM
xommnaHii BIGMIR-Internet HamBuimoro mnommpeHHs
KopucTyBauiB B Mepexi IHTepHer 3adikcoBaHO Yy
cxigamx  obmactsx  Ykpaimm. Teorpadisi  Imrepnet-
KOPUCTYyBaJiB y Hallliji KpaiHi Ma€ TaKWUi BUIJISA;
M. Knis - 55%, obnacri: Jorerpka - 6,98 % %; XapkiBcbka
- 6,16%; Omecbka - 5,00%; JrinpomerposcbKa - 4,32%;
AP Kpum - 2,55%; Jlyramceka - 2,14%; 3amopispka -
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1,30%. B cBoro wepry, 3aximmi
XapaKTepusyITbCS ~ HU3BKMM  PO3IIOBCIOIKEHHSIM
InTepnery 1 TakuMMM IOKasHMKaMM IIIOfIO0  TIOTO
KopucryBaduis: 3akapmarcbka - 0,65%; TepHomiibcpKa -
0,57%; Biranmeka - 0,61%; Yepriserpka - 0,31%; IsaHO-
®pankisepka - 0,15% i T.4. [7, c.3-4]. Taka reorpadis
MavDKe TTOBHICTIO CITiBITafIa€ 3 reorpadiero ImOIMMPeHOCTi
3JIOUMHHOCT] ceper perioHiB Ykpainu. Ilpudomy He
yie  IHTepHeT-3JIOUMHHICTIO, a ¥ 3arajlbHOIO  Ta
okpemmmMu T Bumamu [8, ¢.116-123; 9, c. 151-159; 10, c.
65-68].

Sxmo HOPiBHATU HaBeJleHi nIaHi 3i
crarvcTaHMMM IannMmu MBC miomo 3apeectpopaHOl
3JI0YMHHOCTI  y cdepi BUKOPUCTAHHS eJIeKTPOHHO-
o0umCTIoBalIbHMX MaIMH (KOMIT'IOTepiB), cucTeM Ta
KOMIT IOTEPHVX MepeX 1 MepeX eJIeKTpO3B SI3Ky, TO
HEeBAXKO IIOMITWTW, IO HaMOUIbINIa KUIBKiCTH iX
peecTpyeTbcs caMe B perioHax 3 BMCOKMM piBHEM
KopucryBauiB [HTepHeTy - y cxigHUX Ta IIBIEHHMX
obmactax Ykpaimm. Tak, y 2011 p. 3i 130 3moumnis
JOCIIKYBaHOTO  BuUAy, BYMHEHMX B YKpaiHi: y
JHimporneTpoBchKit obacTi BUMHeHO 26 37I04YMHIB, Y
Honerpkin - 25, y 3anopisekinn - 15, y MukosaiBcbKi —
11, y Jlyranacekin sunseno 8 Takmux dakrTis i T.71.. To6TO
IoHay, 65% Y 3araJbHIM CTPYKTypi 3JIOUMHIB ITHOTO
Bupy. Cepen saximHmx oOsacTert HaviOUTBINA KiTBKICTH
37109MHIB TIi€T KaTeropil 3adrikcopana y TepHOIIBCHKiTT
obmacti - 6 BUITQAKiB, Ha APYroMy MicIli ONMHWIACT
Binavmpka obmacts - 3 daxty, y IBaHOo-DpaHKiBCBKinT
obrtacTi 3adikcopaHo 2 37109MHY, y 3aKapnaTchKin - 1, i
y Yepniserpkin - 0 [11]. Taka cTaTmcTvKa cBimamTh IIpo
HasIBHICTh KOPeJIALii MK KOHIeHTPaIi€l0 KOPUCTYBaviB
IHTepHeTY B perioHi Ta Kibep3I0UMHHICTIO.

Hami Mwm  OOpiBHsUIM — OTpUMaHi  JaHi 3
TePUTOPiaJIbHMM ~ PO3MHOAIOM  3JI0YMHHOCTI  y 27
perionax Ykpainu (24 obmacri, AP Kpum, M. Knis Ta M.
CeBacToI107IB), Ie HaMu BVISIBJIEHI CTiVIKM
3aKOHOMIpHOCTI ~ IIOAO  IHTEHCMBHOCTiI  3arajbHOL
3JI0YMHHOCTI, Ta OKpeMwmx il BUiB, AKi dikcyBammcs y
perionax kpaini B mepiop, 3 2001-2011 poxn. Lle maso
HaM MOXJIMBICT TIOOyyBaTVM TeOpPETUYHY MOJEITh
KPVUMiHOTeHHOI CUTyallii B perioHax Kpaimm [8, c.116-
123; 9, c. 151-159] Ta HOPiBHATU reorpadito
PO3IIOBCIOMKEHOCTI  Kibep3noumHHOCTI 3 reorpadiecro
InTepHer-KOpUCTyBadiB a TaKOX MHOPIBHATK Wi JaHi 3
OKpeMIMMI BUIaMM 3JI0UYMHHOCTI. B Xomi mociimkeHHsS
HaMmm 3adiKCOBAHO HASBHICTD 3aJIEXKHOCTEV MK HUMIL.
Hanpuxiag, i cUIbCHKOIOCIIOTApPCHhKMX — 3aXigHMX
perioHiB, me 3adikcoBaHO HM3BKMII piBeHb aKTVMBHOCTI
KopucTtyBauiB  IHTepHeTy 1 HeBelMKa  KUIBKICTb
BUMHIOBAaHVMX Kibep3ounHiB,  Oyam xapaKTepHVMM
HU3bKUU  pifeHy KpuMiHaAvHoi BpaxceHocmi  3araJbHOIO
3JIOUMHHICTIO (3 cepeHbOoI0 IHTEeHCUBHICTIO
3joumMHHOCTI Bif, 475 mo 675 s3moumuie Ha 100 Twc.
HacesleHH:I - 3aKapraTcbka, IB. @paHkiBcbKa, JIbBiBCbKa,
Piuencrka, TepHomiIbcbka Ta YepHiBerbka oOJIacTi),
Ta noMipHuil  piBeHv  kpuMinasvHoi  Bpaxenocmi, (3
CepeIHbOIO iIHTEHCMBHICTIO 3JIOUMHHOCTI Bifg 676 1o 875
snounmuaie Ha 100 Tmc. Hacenlenns - Bimmmiibka,
Boymmceka, XKwurommpcebka, Kuiscbka, XmenbHUIIBKA,
Yepkacpka, Yepwniribcbka oOmacti). Periomm i3
IIOMIpHOIO aKTMBHICTIO KOpUCTyBadiB IHTepHeTy i
3HaYHOIO KUTBKICTIO Kibep3/I0umHIB XapaKTepu3yBasncs

obmacti  Ykpainm
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cepeOHiM  piBHemM KpuMiHaAbHOI BpaxkeHocmi 3araJbHOIO
37I0YMHHICTIO(3 CepeIHBOI0 IHTEHCMBHICTIO 3JI0YMHHOCTI
Bimg 876 mo 1075 smoumum Ha 100 Tmc. HaceyleHHS -
Kiposorpancreka, Mukosaiscbka, Opechka, ITonrasceka,
CymcpKa Ta XepcoHcbka obmacTi). s
BIICOKOYpOaHi30oBaHMX MPOMUCIIOBUX ~ CXiTHUX Ta
KypPOPTHUX TIiBIEHHMX peTioHiB OymM xapaKTepHVMM
BVCOKiI PiBHiI aKTMBHOCTI KOpPWUCTyBadiB IHTepHeTy Ta
BUICOKi TIOKa3HWMKM KibepsmoumuHocTi. B abcomrorHmx
MOKa3HMKaX  PisHMIE y  KUIBKOCTI  BUMHEHMX

Husnwmn 475 - 675

[ Tomipmm 676 - 875

LSS Cepenin 876 - 1075
Bucokun 1076 - 1272

- Iy e BUCOKMT 1275 - 1475

B cepennpoMy o Yipaimi - 1001

B01

epHIriBCEKa
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KiOep3IouMHIB MK CXiTHUMM Ta 3aXiZHMMM perioHaMm
nepesumysasia  10-tm - 15-Tm kparHi  posmipu.
BignosinHo, TyT HaMu 3adikcoBaHni Bucoxui (Bim 1076 mo
1272 snoumnis Ha 100 Tmc. Hacenenns - AP Kpuwm,
Honenpka, XapkiBcbka oOiacti Ta M. Kwuis) Ta Oyxe
Bucoxuil piBeHb KpUMiHaJIBHOI BPa’keHOCTi 3arajbHOIO
snounHHicTIO (Big 1275 mo 1475 s3moummis wa 100 Tmc.
HaceJIeHH: - [HinpomneTpoBcbKa, 3arnopisbKa,
Jlyranceka obmacti Ta M. CeBacrorons) (Prc.1.).

CeBacromnoTs

Puc. 1. Cepenst inTeHCUMBHICTD 3araibHOT 37109HHOCTI Ha 100 Trc. HacesleHHs, 10 dikcyBaIacs B perioHax YKpalHy IPOTSroM
2001-2011 poxis

Hapepeni pmani cBigyaTb Hpo  HasBHICTb
KOPeJIAIiMHOTO 3B'S13Ky MDK piBHEM  3JI0YMHHOCTI,
reorpacdiero PO3MOBCIOKEHOCTi  CIIOXMBAUiB  IIOCTYT
InTeprer Ta IHTepHeT-37I0UMHHICTIO, a OTXe, i IIpPo
HasBHICTb B3a€EMHO OOYMOBIIOIOUMX KPVMiHOJIOT{YHO
3HAYYIINX 3B SI3KiB MK HYMIA

IMosicnenHss Takoi cuTyawlii MOXHa 3HAWUTU B
ToMy, IO Mepexa IHTepHeT, Oymydi HocieM MacoBOro
TocTavaabHMKa iHpOpMallii, IepeTBOpMUBCA y OAMH i3
TOMIHYIOUMX IHCTPYMeHTiB iHdOpMaIlirHO-TeXHIYHOTO,
MOPaJIbHO-TIPaBOBOrO Ta IICKXOJIOTiYHOTO BIUIMBY Ha
HacelleHHsI i Mavpke Bci cdepm comiampHOTO OyTTS.
ITopsin, 3 HasBHIiCTIO B IHTepHeTi BeymMKoOi KiUIBKOCTI

HO3UTMBHOI Ta KopucHol iHdopwmarii, 1 Mepexi
BiApISHAIOTECS ~— IIe€peHACHYeHICTIO  Pi3HOro  pomy
HeraTuBHOIO  iHdopMaliclo, -  HopHorpadiero,

HacWwUIAM, [IpolaraHol HapKOTWUKIB Ta JapeMHOro
4yacy IIpOBOIDKeHHs, IHCTPYKIIiSIMM 3 BUTOTOBJIEHHS
30poi, BUOyXiBKM, Ta IICMXOTPOIHWMX pedoBMH. B
IaTepHeTI TaKOX MOXHA JIETKO 3HAWTU iHQOpMaIllicro
PO IIOC/IAOBHICTh BUMHEHHS IPOTUIIPAaBHUX iV,
Hopagy CTOCOBHO CKOEHHs PIi3SHMX 3JI0YMHIB  Ta
YHUKHeHHsl  BifnosigajbHOCTI. Mepexi InTepner
IeperloBHe i irpaMmu, IO HPOIaryloTh HaCWIbCTBO Ta
MacoBi BOmBcTBa i T.n. Hepimko 3 BuKopmcTaHHIM
Mepexi IHTepHeT BuUMHSIOTBCS ¥ caMi 3JI0YMHMU -
TOPTiBJISL JIOOBMM, IIaxpavicTBa, 3aMOBJIEHHS Ha
BOWMBCTBO, ITpofaXk 30poi Ta HapKOTWKiB. BpaxoByroun
BeJIMIKY JIATeHTHICTh |HTepHeT-3JI04MHHOCTI, B LUIOMY
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TaKa CUTYyallis HeraTMBHO BIUIVMBa€ Ha KPUMiHOTeHHY
CUTYyaLilo y KpaiHi.

Takum umHOM cywacHut IHTepHer - mpocTip,
XapaKTepu3yHUunCch HAAMIPHOIO [OCTYIIHICTIO 3HAYHMX
iHdOpMaITiTHIX pecypcis Ta MaKCVIMaIbHVIM
PO3IIVMPEHHsIM COLiaJIbHMX KOHTAaKTiB, HPOHAYKYyE Yy
HaceJIeHHSI  IIeBHMV  iHMOpMAIiMHMII  CBITOIIAL,
Bi/THOITIEHHS 1O XUTTs, OTOUYEHH: i 3aKOHY.

He spaxaioun nHa Te, mo y Kpuminamsaomy
Kopekci YKpaiHM MIiCTUTbCS — LUIMIA PO3OUL, SKMUIA
Iepen0avae BilITOBIMaIbHICTD 3a BUMHEHHS 3JI0UVHIB Y
cepi BUKOpUCTAaHHS —€JIEKTPOHHO-O0UVCITIOBAIBHIIX
MammH (KOMITIOTepiB), CHUCTeM Ta KOMIT IOTEPHMX
MepeX i Mepex eJleKTpO3B's3Ky, 3a sKi IepembadyeHO
KpUMiHaIbHY  BiOIIOBiTaimbHICTE, Iert QakrTop He
yTpumMye ocib Bix BumHeHHs KibepsmounHis. [TogcHenms
ITbOMY MOXKe ITOJISITaT 3 OTHOTO OOKY B HEOCKOHAJIOCTi
KPVUMiHaJIbHOTO Ta IpOIlecyalbHOTO 3aKOHOJaBCTBa, 3
inmoro - y medirmTi BrcokokBatidpikoBaHMx daxisIiis,
SKi BiMOBIITIOTECS ITpaIfioBaTH 3a HU3BKY 3apoOiTHY

IUIaTHIO, IO 1M MPONOHYIOTH Yy IPaBOOXOPOHHMX
opraHax. Y 3B'sI3Ky 3 IIMM, 3JIOUMHIL 3aBXOU
3HaxXOOATLCS ~ Ha  JIeKiIbKa  KpOKiB  Iomepeny
IpaBOOXOPOHHMX  opradiB.  OcTaHHI  HPaLFOIOThH
moctdakTyM, B yMoBax  AedilMTy  BUCOKO-
KBaJTipiKoBaHMX CITIeIiaJIiCTiB, HeIT0CKOHAJIOTO
3aKOHOJABCTBA, SKMM BOHM 3MyIleHi KepyBaTHCS,

HeJTOCKOHAJIOr0 MaTepiaIbHO-TeXHIYHOTO 3a0e3nevueHHs
i T.o. Tomi £K 3I0UMHII He JOTPUMYIOTHCS JKOIHMX
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IpaBwl, HEXTYIOTh 3aKOHOM, IIifOTh KOHIiAeHIIilTHO, B
yMOBax HEOUeBMIHOCTI, i TUIbKM IM BioMO 1ie, Komu i
SAKUM criocoboM Oype BuUMHeHWV 3/I0Y4MH. 3Bimcm
OOCIIIKYBaHUIL BUJ, 3JIOUMHHOCTI Ma€ BUCOKMUI PiBeHb
JTaTEeHTHOCTI (He BWABIIEHMX 3JI0YMHIB) 1 37ivicHIOE
BaroMuyl TUCK Ha KpVMiHOT€HHY CUTyallilo fK Ha piBHi
BCi€l lep>KaBy, Tak i Ha piBHI OKpeMuX perioHis.

Ha nymxy daxisiiis 3 nurane iHdoOpMaIlinHol

Oe3mexn, KiOep3youmHM 3a CIIOCOOOM  BUMHEHHS
00’ egHyIOTECA Y TaKi TPyTIN:

— indopmarrinsi - He3aKOHHI crocobu
OTPVIMaHHS iHdopMarii, 30Kpema, IIUIAXOM

HeCaHKITiIOHOBaHOT'O JIOCTYIIY 710 KOMII IOTepiB Ta Mepex,
TTOIIMPeHHs HellpaBAMBoi iHdopMariii;

— ¢pimaHCOBI - «371aM» OaHKIBCBKMX CUCTEM
Gesnexn, OTpUMaHH: Ge3KOIITOBHVIX TIOCITyT
TesTepOHHOTO 3B'SI3KY, KPa/IDKKV TPOIIeNt 3 KPeIUTHIIX
KapTOK, CTBOPEeHHsI eJIeKTPOHHMX IipaMifl, ITaxparcTBO
IIif], BUIVISIOM BimjasieHnX mpopak abo poboTu ToIro;

—Taki, IO 3aBHAOTh IIKOOY 3HOPOBI0 Ta
3arpOXYIOTh JKUTTIO JIOIEeV (BUBENEHHS 3 JIamy
MeJIMYHOrO O0JaTHaHHS, «Tepopu3yBaHHA» ocobu i

T.1.)[ 12, c.16].
Bkasani rpymm He OXOIUIIOIOTH SBUINA, SIKi €

COPUATIAVBYM CEepPefIOBUINEM I BUMHEHHS iHITX
3JI04MHIB - IIpoNaryBaHHs HacWDIA, PO3IyCTH,
CTIOXMBAaHHA HApKOTMKiB, peKjlaMyBaHHS BeIeHHs

3JI0YVHHOTO CIT0co0y XWTTs i T.11. TobTo mosa cdeporo
KOHTPOJIIO 3HaXOOWUTbCS MHisUIbHICTB, IO [eTepMiHye
BUMHEHHSI TSDKKMX Ta OCOOIMBO TSDKKVMX —3JIOUVIHIB
IIPOTU: XXUTTS Ta 3[OPOB’sT 0coOW, cBOOOIM, BIIACHOCTI,
cTareBol cBOOOOM Ta HEIOTOPKAHOCTI ocobm Tomo. Y
LIbOMY CeHCi, Ha Halll IOIVIAl, KpuMiHaJIbHe Ta
KpVMiHaJIbHO-IIpOIlecyalbHe 3aKOHOHABCTBO IIOTpeOye
peTelbHMX HAyKOBUX HOCT/KeHb Ta CYyTTEBOTO
BAOCKOHaJIeHHsl. B 1iytomy, omif 3asHaumWTy, IO
KiOep3/moumMHHICTE B YKpalHCBKiT KpuMiHOJIOrii €
MaJIOOCITiIKeHVM acolliaJIbHMM gBuIlieM. B xogHoMy 3
Cy4YacHMX BITUM3HAHUX MNOPyYHMKIB 3 KPUMIiHOJIOLII
HaM He BOAJIOCS 3HAWTH y3araJbHeHOI KpMMiHOJIOTTUHOT
iHdopMmallii IIpo 1er BuUI acoliajpHOro Iposisy. Taka
CUTYyaIlisl HeraTMBHO BIUIMBA€E Ha IINTOTOBKy (axiBIliB
I NpaBOOXOPOHHMX oOpraHie. Mix TumM, oI
3a3HA4YMTH, IO  KiOep3JIOUMHHICTE BXe  [IaBHO
nepeTBOpwIacss Ha CaMOCTiVIHWI BW[, 3JIOYVMHHOCTI 3
0CO0JIMBOCTAMM KUTBKICHO-SIKICHMIX TTOKA3HWKIB,
perioHaJIbHOTO  PO3MOfily, HOeTepMiHamii, ocoOm
3JI0YVHII, IO TOTpeOye BUBUEHHS i BpaxXyBaHHS IIif
4Jac MiATOTOBKM (paxiBLiB i3 3arloOiraHHS 3JI0YMHHOCTI.
bisbire Toro, 11 CyKynHicTh 3JIOYMHHUX [isiHb, 3[1aTHa
3aBaBaTyl 3HA4HOI IIKOOM Oymab-sKMM iHTepecam
Iep>aBy, CyCHJIbCTBA Ta ocodmcTocTi. Y 3B'43Ky 3 IyM
HaOyBae BaXIIMBOCTI TPYIyBaHHS KiOep3JIouMHIiB 3a
00’exToM 3aBmaHHS mKoau. OKpecMMo AesiKi 3 HUX -
HaOLIBII 3HAYHI.

Tak, «kibep3OUMHHICTE 3maTHa  3aBHaBaTH
3HauHOI mKomm Oesneyi Oepxabu. Cepen 37IOUMHIB Iiiel
KaTeropii MOXHa BWOUIMTM OuBepcito y cdepi
KoMmIr'foTepHoi  iHdopmMarliii - ToOTO OOKyBaHHS,
3HUIIEHH:, Moaudikarlis abo KomifoBaHHs iHdOpMariii,
IO $BJIIE CODOIO0 Tlep’kKaBHY TAaEMHWINIO Y BiVICBKOBIVL,
€KOHOMIUHiM 1 iHIIMX Trady3sax 3 MeTOK IIJpUBY
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eKOHOMIYHOI 0e3IleKy, HOJITUYHOI CcTadUILHOCTI Ta
000pOHO3IaTHOCTI AepKaBiL.
Hacrymaum  BupmoMm  KibepsnoumHiB — MOXKHa

BBaJKATH 3JIOYMHMY, IO SIBJISIOTH 3arpo3y IS 2poMaocskol
besnexu. SIK 3araJTbHOBIZOMO, KOMII JOTepM3ariis oXomia
IPaKTUYHO BCi cdepm KXUTTEMISUIBHOCTI Cy4acHOro
CYCIiJILCTBA. Komm'rorepni  mepexi,  IaTepner,
BilIOBiMHa TexHika, OOJamHaHHSA Ta IIpOrpaMHe
3abesreueHHs CTaJIM HeBiJ €MHOIO CKJIa/IOBOIO Y poboTi
XiMiUHOI ITPOMMC/IOBOCTI, Ha3eMHOrO, MOPCBKOIO Ta
MOBITPSHOTO ~ TPaHCIOPTY, AaTOMHOI  eHepreTWKH,
36portamx cwi i T.A. Hempasomipmwmm moctym y
KOMITIOTepHe 3ale3lleueHHs] TaKMX Tajly3eyl CTBOPIOE
HiBUINeHy HeOe3NeKy He JwIIe I iX AisuTbHOCTL, a i
Iy TpoMazichKol Oesmexn. HacmigkoMm BTpydaHHA y iX
poboTy MOXyTh OyTM TexXHOTeHHi abo eKOJIOoTivuHi
KatacTpodw, aBapirtHi cuTyariii, MacoBe TpaBMyBaHHS
uu1 3arv0erIb JIIOIEV TOIIIO.

CamocTitiHy Tpymny KiGep3oumHiB CK/TafgaroTh
TakKi, III0 MOXYTh TIOCATaTV Ha ekoHoMiuHy besnexy. JaHa
KaTeropis 3/10umHiB 00’ egHye pi3HOTO poAy BVKpa/IaHHS
TIISIXOM HeITpaBOMipHOTO OOCTYILy 1o
aBTOMaTWM30BaHMX CHUCTeM 3a0e3lledyeHHs isTbHOCTI
pisHMX WiAOpWeMCTB, 10 iHPOPMAIIVHWUX pecypciB
dinancoBux ycraHos i T.4. [Jo mi€l KaTeropii 3mounHiB
TakO)X MOXXHA BiJHECTM BUTOTOBJIEHHS Ta 30yT
dampmmBYX KpeIUTHMX abo po3paxyHKOBUX KapTOK
abo mwraTbKHMX mOKyMeHTiB. Taka misuTbHICTH 3maTHa
HIpMBECTV OO 3HauHMX (piHAaHCOBMX BTpAT i HaBiTH A0
SHUINEHHS MIOINPUEMCTB, Kpaxy LUIMX eKOHOMidHMX
rajrysem.

Cepen Kibep3nounHiB 3HAYHOTO
PO3IIOBCIOIKEHHsT HalOyymm fAisHHS, $AKi IOpYyIIyIOTh
cycniavny ma ocobucmy besnexy y cepi zabesrredeHHS
KOHCTUTYLIVIHUX IIpaB i cBOOOp TrpoMagsHWHA Ta
mopuan.  Illnpokoro  posnobcioipkeHHs — HaOysm
37I09VHY, TTOB’A3aHi 3i 30yToM HapKOTUYIHMX 3aco0iB Ta
30poi, TOpriBIA JIOABMM, CeKCyaslbHe po30elrieHHs
HeTNoOBHOMITHIX i T.J1.. OKpemMo xoTisocs © BUALINTI
OiSHHA, IO TIOPyIIyIOTh  TavHy  eJIeKTPOHHUX
MOBiJOMJIEHb ~ Ta  CIJIKyBaHHS, BUKpajJaHHSA Ta
PO3TIOBCIOMXKeHHs 00 €KTiB iHTeIeKTyaIbHOI BJIaCHOCTI —
IIPOrpaMHOTro 3abesreueHHs, KiHOITPOAYKIIii,
pe3yJIbTaTiB OucepTaLliHUX JOCIIKeHb, BUHAXOMIB i
T.II.

3a pesynbTaTaMyl ITPOBEIEHOIO PperioHabHOrO
OOCTIi/KeHHsI MOXKHa KOHCTaTyBaTW, IO CydacHa
KpVMiHOreHHa CUTYyallisd Ta cOLiiaJIbHa MiVICHICTL He B
IOBHII ~ Mipi KOHTPOJIIOETHCHA  IIPABOOXOPOHHUMM
opraHamu, a 3JIOYVHIII He OTPUMYIOTH ajleKBaTHOTO
nokapanHs. Tak, He oxormmoe Bci popMm Ta crrocobm
BUMHEHHSI KOMITIOTepHMX 3JI0YMHIB  KpUMiHaIbHe
3aKOHOHABCTBO. BoHO He 3aBXAy BcTUTaE 3a COLiaTbHUM
Ta TeXHIYHVIM ITPOrpecoM, SKill AyXXe olepaTvBHO Oepe
Ha 030poeHHS 370uMHHUI CBiT. IlepeBakHa dYacTmHa
KiOep3/IOUMHHOCTI 3a/IMIIAEThCs JIATeHTHUMM - TOOTO
6e3 KpuUMiHATEHO-TIPABOBOIO pearyBaHH:. IlokapaHH:
3a II0 TPYIy 3JIOYMHIB € He aJeKBaTHWM IX CyCIIUIbHIN
6esmrerti. HaBiTh 3a BusABIIeH] Ta JOBeIeHi 37I0YMHY CyIM
NpU3HavYaloTh IIOKapaHHs, sKi He TIOB's3aHi 3
nmo30aBJIeHHSIM BOJ 1 I3OJIAL{I0O  3JIOYMHILB  Bif,
cycminbceTBa. Lle B cBoo Wepry mopomxye 6e3KapHicTb i €
COPUATIIMBUMM yMOBaMW Il TIOJAJIBIIIONO PO3BUTKY i
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YIIOCKOHAJIEHHS Ta CrmocoGiB  BUMHEHHS
KiGeps3ounHiB.

OpHiero i3 cyTTeBUX IPWYMH TaKOIO CTaHy, Ha
Halll TIOIVISAl, € HEeJOCKOHAJICTh — Cy9acHOI CHCTeMWM

migroroBkn axiBLiB 3 IIPOTHAIl KiOep3IOUMHHOCTI.

popm

VsaBnseTncs, 1110 y KOHTEKCTi ITiIBUIIIeHHS
edexTMBHOCTI JisTEHOCTL perioHaIbHIX
IIPaBOOXOPOHHVIX oprasiB y 3arrobiraHHi
Kibep3moumHHOCTI  BaXKTMBOTO 3HaueHHd HalyBsae

BIOCKOHaJIeHHS IpodecivHOI IiATOTOBKM KafpiB IIMX
opraHiB. 3 ITi€l0 METOIO € BKpari HEOOXiTHVM BBeJIeHH B
cucremy BH3 crertianmprmx KypciB 3 11i€l mpobieMaTKIA.
IctoTHOMY 30ara4eHHIO 3HaHB IIPO Kibep3IOUYMHHICTH
COpUATVME [IOIIOBHEHHs IIIPYYHVUKIB 3 KPMUMiHOJIOLII
OO0OATKOBUM posaioMm «Kpuminosoriuna
XapaKTepucTVKa Ta 3arobiraHHs KibepsimoumHHOCTI». B
IIbOMY PO37IUIi MafoTh OyTM OKpecyleHi KpuMiHOIoTigHi
3aKOHOMipHOCTI ~ KibepsjoumHHOCTI, 1 perioHaTbHI
ocobnmmBocTi, iHdopMariis po ii IpUYMHM Ta YMOBU,
OCHOBHI TeHJIeHIIiT Ta cdeprt IOTEHIIINTHOI 3arpo3y, JaHi
IIpo 0coOy 3JIOUMHIIS, 3aXOAW 3alo0iraHHs, iHO3eMHWU
IIOCBifl ITIPOTHMAIL.

Crip, maMm’siTaTi, 10 0COOJIMBOCTAMM
Kibep310UMHHOCTI € TOV (PaKT, IO BUMHEHHS TaKMX Al
oTpedye 3acTOCyBaHHS CIIelliaJIbHMX 3HaHb, HaBWYOK

poborn 3 KOMIT FOTEPHOIO TeXHIKOIO 3
BVICOKOTEXHOJIOIIYHVMI IIPUCTPOSIMM Ta CHUCTEMaMI,
TOOTO 3aJlydeHHS [IOHATKOBOTO  iHTeJEeKTyasIbHOIO

pecypcy. SIk HacTioK, BOHa CTBOPIOE 3arpo3y OifmbImt
BEJIMKOMY KOJIy CYCHUIbHWX BiJHOCMH HDK TpaJWLiViHi
snoumHN. OTXe, 3JIOUMHHICTB TOCIIKYBaHOIO BUIY
SBJIIE CODOIO MiBWMINEHy CYCHiTbHY Hebesreky i ix
BUVMHEHHS ITOBWHHO OITiHIOBATMCS CYCIIUTHCTBOM OLTBITI
CYyBOpPO 3 TOYKM 30py TOKapaHHS. YSBIIIETHCS, IO
mTpad abo MakcuManbHe TIOKapaHHS V BUIJIAI
11030aBJIeHHS BOJIi CTPOKOM JI0 IrecTu pokis (Posmim XVI
KpuminanpHOoro Komekcy  YKpaiHu) —pO3ITISIA€ThCS
TakVMMM, IO $BHO He BiINOBiIAIOTE CTyIEHIO IX
CYCITITPHOI Oe3ITeKu i € HemocTaTHIM /7T IUX 37I09MHiB.
BoueBunp Haspila moTpeba I BU3HAHHS BUMHEHHS
37I0YMHY 3 BUKOPWUCTaHHSIM eJIeKTPOHHO-00UNMCITIOBaHO1
TexHikM abo KoMmIT'IoTepHMX MepeX i IHTepHer
0coOMmMBO  KBaslipiKyrouolo O3HaKOIO He JIMIIIE 3a
ITaxparictBo, ependauvere 4.3 c1.190 KK Yxpainwm, a i
3a iHmi 35oymHN. Taki HampuKIIaz, AK OKpeMi 3JI04MHY,
rrependaueni Posmimom XIII KK Vkpainu «3mouman y
cdepi 00iry HapKOTMUHMX 3aco0iB, TICMXOTPOITHWIX
PeJoBMH, iX aHaJIoTiB ab0 IIPeKypcopiB Ta iHIII 3T0uUMHYI
OpoTM 3H0pOB’st HaceleHHs» Ta Posmitom IX KK
«3710YMHM TIPOTU TPOMAJICHKOI Oesrekn»: KoHTpabaHmIa
HapKOTWYHMX 3aco0iB, IICUXOTPOIHUX PEYOBMH, IX
aHastoriB abo mpekypcopis (cT..305 KK Ykpainu), 30yt
HapKOTWYHMX 3acobiB, TICHXOTPOITHMX pedoBMH abo ix
anastoris (cT. 307 KK Ykpainm), cXvyIssHHS 10 BXXVBaHH
HapKOTMYHMX 3acobiB, IICHXOTPOITHMX PedoBMH abo ix
anastoris (c1..315 KK Ykpainm), He3akoHHe OBOIKEHHS
3i 30poero, OovioBmMmM TpumacamMm abo BUOyXOBUMM
peuosmHamM (cT.263 KK Ykpaiam) Ta 37104mHM 3 iHIIMX
posninie KpuminansHoro xopekcy Ykpainm. IIpudomy
edexTVBHE  BUPpIIlIeHHs  IIMTaHHSA  KPWUMiHaJIbHOI
BifITIOBimaTbHOCTI 3a Kibep3oumHM MOXe MIiCTUTUCT Y
o0'egHaHi  3ycwIb  TPaKTUYHMX  MpaIliBHUKIB i
paBO3HAaBIiB 3 daxiBiaMM  y Tamysi  Oesreku
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KOMITIOTepHUX MepeX i IHTepHeT, mporpamMHOro
3a0e3reyeHHs Ta OOJIamHAHHSA, KBAaHTOBOI iH(OpMaIlil i
KpiITTosIOrii, yIpaBiliHHA iHpOopMaIiHow© OesmeKoro i
1.0. Take 00’egHaHHS 3yCWIb [O3BOJIUTH IPaBIIBHO
chopmyIIoBaTH  AVCTIO3UINT  KPMMiHAIEHO-TIPaBOBYIX
HopM. CaMme TakyM YMHOM Yy IIOBHIiI Mipi MOXJIMBO
BU3HAYMTY BCi HeOOXimHI cdepm CycHimbHMX BiTHOCHH
Ta  HampsAMKM  HiSUIBHOCTI,  IMOo  ToTpebyroTh
KPVMMIiHaJIbHO-IIPABOBOT'O PeTyJIIOBAHHS.

BucHoOBOK

1.B xomi mocmimkeHHSI BUSIBJIEHI 0OCOOJIMBOCTI
TepUTOpiaJIbHOTO posnopity Kibep3oumHHOCTI,
BCTaHOBJIEHO 1 BIUIMB Ha 3arajlbHy KpVMiHOTeHHY
CUTyallil0 Ta OKpeMi BWUOM 3JIOYMHHOCTI B perioHax.
HapenieHo XOMIUIEKCHY y3araJlbHeHy KapTUHY IIpO
KPMMIiHOT€HHUV IIPOCTip KpaiHW Ta VOTr0 MiHJIMBIiCTB
IIiJl BIUIMBOM 3JIOUYMHHOIO BUKOPWMCTaHHS BMCOKMX
TexHosoriv. OrTpumaHa iHdoOpMallis MoXe MaTu
TeopeTVYHe Ta IIpaKTW4YHe 3HA4eHHS 3 TOUKU 30py
IIOKpalleHHs iHdopMallinHoro 3abesleueHHs, 1 SK
HaCJTiIoK, MiIBUIIIEHHS edeKTUBHOCTI poboru
IIpaBOOXOPOHHWX OpraHiB y 3aro0iraHHi 3JI09MHHOCTI B
perionax KpaiHu.

2. [loBemeHo, 110 OCTaHHIMM1 poxamu
KiOep3JIouMHHICTE TIepeTBOpWIach Ha (paKTop, SKWUM
3[IVICHIOE BaroMul TWCK Ha CyCIuIbHI BimHOcmHM. Lle
HeraTMBHVM YMHOM BIUIMBAE Ha KPWUMiHOTeHHY
CUTYyaLil0 B KpaiHi i OKpeMnXx ii 4acTMHax - B perioHax.
3’saBwmncs HOBI popMM, BMAM Ta CHOCOOM BUMHEHHS
37104MHiB. TpaguiiviHi 3/I04MHM - TOPTIBIIS JIIOABMU,
HapKOTMKaMy, 30pO€ro; 3aMOBJIEHHS Ha BOWMBCTBa;
IMTaxparicTBa 3 (piHaHCOBMMM pecypcaMyi; BUKpaJaHHS
KOIIITIB 1 T.[. IIOYaJIy BUMHSTICS OUIBII MacInTabHO, - 3
BUKOPUCTAHHSM BUCOKMX TEXHOJIOTiI Ta 0e3 pusmky
IIBUIKOIO BUKPUTTSL.

3. 3a pesysbTaTaMy PerioHaJIBHOTO JOCIIIKEeHHS
MOXXHa KOHCTaTyBaTW, IO Cy4acHa KpMMiHOreHHa
CUTyallid Ta colliajJlbHa MOiVICHICTP He B IOBHi Mipi
KOHTPOJIIOETbCS ~ IIPaBOOXOPOHHMIMM ~ OpraHamy, a
3JIOUMHIIl He OTPUMYIOTh aJIeKBaTHOIO IIOKapaHH:.
IToxapaHHs 3a 110 TPYyIy 3JI0YMHIB € He aleKBaTHMUM ix
cycmimbHIT  Oesmerni 1 moTpeOye  3aKOHOIABYOTO
BPEryJIlOBaHHS Y CTOPOHY 30UIBIIIEHHS CTPOKiB
11030aBJIeHHS BOJI.

4. KiGep3moumMHHICT Ma€ BUCOKMVI  piBeHb
JIATeHTHOCTi (He BWSBJIeHMX 3JIOYMHIB) 1 3miVICHIOE
BaroMuy TUCK Ha KPUMIHOTeHHY CUTYyallifo K Ha piBHi
Bci€l Jep>kaBy, Tak i Ha PiBHI OKpeMIX perioHiB.

5. Ilopaspiiie posmmvpeHHs Mepexi IHTepHer Ta
HayKOBO-TEXHIUHMII Mporpec KpiM IIO3UTMBHMX 3MiH
MiCTUTBh B CcODOi MOTeHILINHI 3arpo3u KpUMiHOIeHHOIO

XapakTepy, #Ki TIOB'sS3aHi 3 iX BUKOPWCTaHHSIM
HpeICTaBHUKaMM 3JIOYMHHOTO CBITY. Orxe,
NpPEeNCTaBHMUKNM  PIi3HMX  HAYKOBMX  Tajy3ell  Ta

IIPaBOOXOPOHHI OpraHV MOBWHHI 00 €IHATI 3yCWUId 3
MeTOIO 3HVDKeHHs MOTeHIITHNX 3arpo3 KPUMiHaIbHOro

XapakrTepy Ha CyCIUIbHI BiZTHOCVHM BifI
Kibep31oumMHHOCTI LIUISIXOM BIOCKOHaJIEHHS
KpVMMiHaJIbHOTO 3aKOHOIaBCTBa.

6.3 MEeTOIO IIBUIIIeHHS edeKTUBHOCTI

JIiSUIBHOCTI perioHajIbHMX ITPaBOOXOPOHHMX OpraHiB y
3arnobiraHHi KiOep3JI0YMHHOCTI BaXIVMBOIO 3HAUEHHS
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HaOyBa€ B/IOCKOHaJIeHHs ITpOpeciviHOI IiIrOTOBKM
KaJpiB IPaBOOXOPOHHMX OpraHiB. 3 IIi€l0 MeTOw €
BKpall HeoOXimHVMM BBemeHHs B cucTemy BH3
crientiaTbHMX KypciB 3 1iel mpobnemaTyku. ITimpyasmkm
3 KpMMiHOJIOTii TIOBMHHI OyTM TOIOBHEHi HOAATKOBUIM
posagiioMm  «KpnmiHosioriuna — xapakTepucTMKa — Ta
3arobiraHHs  KibepamoumHHOCTI». B 1pOMy  posmimi
MaloTh Oy TV OKpeciIeHi KpYMiHOJIOTi4Hi 3aKOHOMipHOCTI
kibepsnmoumuHOCTi, 1  perioHaspHi  0CcOOIMBOCTI,
indopmariis Tpo I NPUYMHM Ta YMOBW, OCHOBHI
TEeHJIeHIIl Ta CCpepVI IIOTEHLIIVIHOI 3arpo3y, 3aXomu
3arobiraHHs, iHO3eMHWVI JOCBi/T ITPOTHZIIL.
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Babenko A.H. Kubepnpecmynnocmo kax pakmop Heeamubnoeo Bauanua Ha KpUMUHOEHHYIO cumyayuio 6 pecuonax
Annomayua. B Oaunoi cmamve uccaedobano Gausnue kubepnpecmynHocmu HA cOCHOAHUe npecmynHocmu 6 Yipaune.
Ilocmpoena npocmpancmbento-Bpemennas meopemuneckas MooeAb KPUMUHOeeHHOU cumyayuy 6 peeuonax cmpausl. Boiabaenvi
0CHOBHble Cibepbl NOMeHYUALbHOLL Yepo3bi 045 obujecBennot 6esonacHocmu co CmopoHsl kupepnpecmyntocmu. IloayuenHvie
pesyavmamst nosboaam ycobeputencmbobams unGopmayoHHoe obecneerue npadooxparumessHbix opeanod 6 npomubodericmbuu
npecmynHoCHu U Onpeoeision HanpaBieHus 0atbHeTUX PeeUOHAALHBIX KPUMUHOA02UHECKUX UCCAe00BaHUl.

KatoueBote caoBa:  xubepnpecmynnocmms,

I/IHmepHem—npecmynHocmb,

UHMmMeHcUBHoCHb npecmynvocmu, KpUMUHOCEHHAA

cumyayus 8 pecuoHax, ypOHEHb KPMMMHMI)HOIZ nopakeiHocmu, oﬁmecmﬁeﬂum besonactocme.

Babenko A.N. Cyber criminal activity as a factor of negative influence on criminogenic situation in the region

Abstract. Influence of cyber criminal activity upon the level of criminal activity in Ukraine has been researched in the article. Areal
and temporal theoretical model of criminogenic situation in the regions of Ukraine has been built. Main spheres of potential threat of
cyber criminal activity for the society have been revealed. The results obtained permit to improve the informational data base for law-
enforcement bodies in preventing crimes and they outline further directions of regional criminological research.

Key words: cyber criminal activity, Internet-criminal activity, criminogenic situation in regions, level of criminal infection, social

safety.
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